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Abstract: Hypothesis: Standardisation of validated communication protocols that aid 
in the adoption of policies, methods and tool in a secure eHealth setting require a 
significant cultural shift among clinicians.
Literature Review: Key literature identifies information requires a basis in a trusted 
computer-based environment and componentry before it will be considered by clinicians. 
There is a requirement the resources materials such as books, journals and websites be 
readily accessible in order to develop that trust. Resource people such as revered 
professionals and mentors are a key element to engendering trust and driving the cultural 
change required to facilitate key implementations.
Methods: This study interrogates various medical and e-health organizations and service 
providers to understand the way in which records are managed and shared, and which 
records if any are trusted by clinicians providing care. An understanding of regulatory 
constraints, normative behaviours and industry condoned work-arounds is necessary to 
ensure the proposed solution complies with legislative and regulatory requirements and 
industry standards. In the first phase a model of these interactions will be developed 
through the ethnographic investigation of cohesive teams using alternate sources of 
information both within and external to an e-Health environment. The ability to 
demonstrate knowledge of the current system and concentrate on the strengths of a 
system change will be invaluable to clinicians drawn to an implementation because of 
their professional standing and knowledge, but unskilled in the change management 
process.
Results: By the time of the conference initial ethnographic profiles will have been 
constructed and a comparative analysis performed. This analysis will enable the 
specification for which elements of cultural change will be monitored during a pilot 
implementation, leading to the final phase which will be the predictive analysis as to 
how hand-held devices could help medical record sharing in the workplace. For this to 
occur, a cultural change mechanism must be developed, the prototype must comply 
with the identified criteria and scenarios developed to address variations in 
implementations. The final phase will provide a summary of the studies findings and 
recommendations for the way forward.
Discussion: The threats to electronic medical records have been subject in the last few 
years and have been increasing because of the different usage of these records and the 
people who have access to them. People with access to the data system and relevant 
password can access medical records instantly. Ethics and the culture of working 
relationship is a primary concern in a medical institution in which the people who has 
access to this information must keep it secret and don’t share it with others not part of 
the individual’s care. However, this information is accessed by different institutions and 
people using hand held devices and communication channels thus the control of this 
information could be lost. The “cultural shift” is a way to implement the policies and 
procedures into the health sector when such hand held devices are a must. If such 
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policies and procedures are in place, medical record systems could be linked so that 
patient data can be accessed wherever and whenever the patient is. Furthermore, the 
decision maker can communicate efficiently and effectively to resolve any delay in the 
processes, especially if the view is tailored to the users professional context. Therefore, 
finding the appropriate means in which the information could be kept secure while only 
the appropriate people are allowed to access it, is beneficial to keep this information 
private with “Information Accountability” without regard of who has access to the 
data systems.
Also, most businesses are based on the trust of their users. An example of this is the 
e-commerce related businesses in which the trust of their users makes possible an 
increasing demand for different services through the use of the internet. The trust makes 
people be open to new development. This takes to make bigger steps in regard of 
providing different services to the customers. This research aims to provide a better way 
in which medical institutions can provide assurance to their staff about the privacy of 
E-health systems in use and other sensitive information. This will help to build trust that 
could take the e-health sector to new levels of implementation and adoption of new 
usages of the information without having complains from their customers. Other trust 
issues concerning the clinician centre around the ability to log and identify all changes 
to a clinical record back to a logon identifier and password. This in turn may lead to a 
mistrust of other professionals and reduced productivity if the current norm of shared 
access to limited devices continues.
This research studies the interactions among clinicians sharing information on demand 
in different ICT settings and medical organisations. This will serve to design a survey 
about the different ways the technology and the information provided is related within 
these practices. This approach will leverage the development of communication and 
change management protocols as anticipated.
A model of cultural issues and practices enmeshed with the various technologies in use 
will be developed to describe considerations required when implementing ICT and its 
associated applications in a new setting. 
If successful, a protocol driven standard implementation package will become available 
to smooth key implementations and address concerns and issues before they have a 
chance to become impediments to success.
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